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The twenty-first century citizen is not only a citizen of the world, but also a digital citizen of the 
world.  Individuals no longer simply exist in the world of materials and tangibles, but concurrently in a 
cyber-world of shifting platforms and perspectives.  Today, perhaps more than ever before, children are 
required to navigate through two lives, two lifestyles: their “real,” or offline lives, and their “alternate,” 
or online lives.  Many children and adolescents will argue that their online lives are more real than their 
offline lives.  And since the majority of today’s youth are plugged in so much of the time, the lines 
between on- and offline can become blurred.  The morals and ethics that have traditionally driven much 
of our offline lives are often ignored in cyber space -- the question is, Why?  
 
In Disconnected: Youth, New Media and the Ethics Gap, author Carrie James sums up the current youth 
climate regarding digital citizenship: 
 

"What does it mean to grow up in a world in which privacy is fragile and publicity can be used as 
a weapon to mock, humiliate, or punish another person? In which ownership and authorship are 
being contested by new affordances for remixing, repurposing, and just plain stealing?  In which 
anonymous or at least arm's length mechanisms for spreading cruelty and hatred are so widely 
available?  All these questions can certainly be posed in ways that accentuate the positive 
features and implications of the Web.  The prosocial, civic, and political promises of the Internet 
are widely discussed and, studies suggest, realized to varying degrees.  But the picture is 
incomplete if we don't also understand how the negative potentials and realities are 
experienced, are made sense of, and influence the moral and ethical dispositions of young 
people." 

 
In her book, Carrie James further explains the distinction between moral and ethical thinking in relation 
to the cyber world: 
 

• "Moral thinking" is when we consider the effects of our online actions on, not only ourselves, 
but also those close to us, those known to us (family, friends, teachers, colleagues, fellow 
students, etc.) 

• "Ethical thinking" is when we consider the effects of our online actions on a broader 
audience/community -- the world at large. 

According to James, our connections to the cyber world can be divided into three components: 
Participation, Privacy and Property.  The questions below can be useful talking points for your family. 
 
Participation - Self Image and Identity 
Social media is great for keeping connected with friends, meeting new people, and just staying “in the 
loop.”  It’s a powerful tool that is used for good and bad: 
Internet Safety 

1. What are the outcomes of presenting yourself in different ways online? 
2. How should you handle inappropriate online talk? 



3. How do you know what standards of conduct are acceptable to others? 
4. What is proper etiquette for IM, email and Chatrooms? 

Cyberbullying and Digital Drama 
1. When does inappropriate online behavior cross the line into cyberbullying, and what can you do 

about it? 
2. How do you judge the intentions and impact of people's words and actions online? 

 
Privacy - Your Digital Footprint and Reputation 
Every time you go online, you leave a digital footprint; whatever you share online is used to target you in 
some way: 

1. What is a digital footprint, and what does yours convey? 
2. How can you protect yourself from online scams? 
3. How do online advertisers know what you want?  Do they have a right to use your information? 
4. What is your responsibility when sharing other‘s information online? 

 
Property - Creative Credit and Copyright 
Whether you’re doing research for a school project, or wanting to see the latest movie, consider these 
questions: 

1. What rights do you have as a creator? 
2. What responsibilities do you have to respect others' creative work at school or at home? 
3. What constitutes fair use for remixing? 
4. Who does online piracy hurt? 

 


